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1 Safety 
Safety is a term describing the absence of threats. It is a matter of fact that 
complete safety cannot be achieved. For this reason, the major objective is to 
reduce risk to a tolerable level. The degree of tolerable risk may depend on 
legal documents, standards or on personal evaluation. Also the ratio between 
cost and benefit is an essential factor.  
Safety can always be achieved by taking organizational, constructive and 
additional technical measures. In the end, it is all about protecting assets 
(money, prestige, people, knowledge, etc.) This affects all areas of safety such 
as fire protection, access protection, functional safety or cyber security. Often 
the areas are dependent upon one another. For instance, functional safety has 
always depended on access control and, in more recent years, on cyber 
security. It should be noted that absolute protection against malicious software 
in programmable systems is not possible at this time, nor will it ever be. 
 

2 Stuxnet 
Stuxnet is a clear example of how important it is to consider cyber security. 
Stuxnet is malware that emerged in July 2010. Stuxnet is able to propagate 
through various infrastructures, but was most likely spread through industrial 
plants using USB memory sticks. Here Stuxnet manipulated specific products 
from Siemens (WinCC, Step7, S7-417 and S7-315-2 with the CP342-5 
communication module).  

Other products are not affected by Stuxnet!  
Stuxnet is of extremely high quality. The insider knowledge and professional, 
systematic approach point to at least a 7-digit Euro figure necessary for its 
development. 
  

3 After the occurrence 
Looking back at this event, how might one have better protected himself against 
such attacks? 
• Design: USB ports must be removed or blocked  

(physically or via USB blocking software). 
• Technology: When Stuxnet emerged, no available virus scanner was able to 

detect it. Four previously unknown Windows vulnerabilities were exploited. 
Protection is therefore rather difficult. 

• Organization: USB flash drives should not simply be plugged in to industrial 
equipment. In the meantime, employees must be aware of this danger. 

However, it must be clearly stated that vulnerabilities have been searched by 
professionals. Future targeted attacks on a particular system - such as has 
happened in this case - will be hard to defend. 
The similarities with functional safety are obvious. To improve protection, both 
technical and additional organizational measures are required.  
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4 Multi-Layer Defense 
Multi-layer defense systems are currently considered the best solution against 
threats. Multiple layers of protection should also be engineered for industrial 
automation systems. By their 
nature, visualization and 
process control systems make 
substantial use of networking. 
Safety systems should only 
communicate through a 
comparatively limited number of 
paths. For optimal 
independence, the systems 
should also be separated by 
protective gear (e.g., firewalls) 
and come from different 
vendors. This approach ensures that the systems do not share the same 
vulnerabilities (common cause failures) which could in turn be exploited. 
Integrating a variety of operating systems can be a helpful measure to ensure 
cyber security. HIMA systems are based on operating systems that are 
specifically developed for safe automation. For this reason, safety systems can 
be the best possible last line of defense.  
Protection concepts (security policies) typically have to consider an individual, 
holistic approach. The requirements are very diverse. 
As a manufacturer, HIMA helps with information about how HIMA products can 
be used properly. In the development of its products, HIMA has strived to keep 
product-based restrictions and rules to a minimum.  
HIMA recommends the use of current patches and protective programs such as 
virus scanners and their latest signatures. 

5 Measures in HIMA Systems 
The Multi-layer defense is also implemented in HIMA systems.  
Based on its experience with functional safety, HIMA strongly relies on 
checksums (CRCs). SILworX also reviews the associated software components 
on the PC using CRCs to ensure they are correct. Code comparison helps 
detect changes in the application program. Furthermore, access to software 
projects and the controller can be handled through the user management 
features. And even if this access protection were bypassed (e.g., through social 
engineering), it is still possible to block reload, forcing and writing to the 
controller during operation. This is organized with system variables (e.g., via 
key switch). 
CRCs are used for both the user program and the operating systems. CRCs 
can be monitored by an external system through open communication 
interfaces and thus can be alerted to any changes. It is also possible to 
determine the first cycle in the program, alert this first cycle and thus to detect 
program exchange.  
 
For further questions regarding cyber security, please do not hesitate to contact 
security@hima.com.  
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